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Industrial Systems

1 Physical objects with sensors/actuators

®- IR
O ., @ '@ [ Having processing ability, software, etc
J 1) ® (1 Connected and exchanging data over Internet or other

networks.

(1 Eg. appliance, factory, health, wearables, etc

........
---------

INP Isima

Maxime Puys



Industrial Systems
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Figure — Two types of loT : [Algq19]
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Industrial Systems

Industrial Control Systems
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Industrial Systems

1 Denial of reality :
= ICS are isolated g .

> ICS protocols and systems are incomprehensible

.. Cybersécurité -
> Security incidents dot not impact production

, % installations Y
industrielles -

L]
. Défendre ses systémes numériques
LI

= Collectf sous o diection de
Yanaick FOL

(1 Simplistic view of cybersecurity : e
> Cybersecurity can be added at the end 4
> Safety protections will also handle cybersecurity
Cépadues
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Industrial Systems

For the process

Availability : System keeps running.

Integrity : Preservation of the coherence For customer data

eif G i G i Confidentiality : Only authorized entities

Authenticity : An entity is who he/she cah access designated data.

pretends. Privacy : Prevent linking a data with its

Non-repudiation : One cannot deny its owner.

actions.

= Safety : Domain specific properties. s
INP Isima



Industrial Systems

Level 4 E E E E
Patch Sorver Jump Server

Plant DMZ

Level 3.5

Control Center/
Processing LAN i
Level 3 O

CELL AREA ZONE

cueauont
4 WVERGNE

iNP Isima




Industrial Systems

Process

SCADA : Supervisory Control And Data Acquisition, controls and monitors the process.
PLC : Programmable Logic Controller, interprets SCADA orders for the process.
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Industrial Systems

(1 Variables on PLC synchronized with process.

Requests
SCADA PLC Electrical Signals Motor
Responses Field Bus
SCADA PLC

L]

L1

READ Request, MotorStatus

READ Response, MotorStatus, false

W RIT ERequest, Motor Status, true

W RIT EResponse; Motor Status, true
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Story of a Real Cyberattack : Stuxnet

1 Stuxnet : A sophisticated malware targeting industrial control
systems (ICS), specifically PLCs (Programmable Logic
Controllers).

1 Year of Discovery : 2010, but believed to have been active since
2005.

[ Target : Iran's nuclear enrichment facility at Natanz.

1 Objective : Sabotage uranium enrichment by causing centrifuges
to spin at destructive speeds.

1 Context : Stuxnet was likely developed by nation-states
(suspected collaboration between the U.S. and Israel) as part of a
cyberwarfare strategy.

........
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Story of a Real Cyberattack : Stuxnet

1 Reconnaissance :

> Detailed knowledge of Siemens Step7 software and PLCs used in Natanz.
> Intelligence on Iran’s centrifuge configurations (P-1 centrifuges).

(1 Zero-Day Vulnerabilities :

> Utilized Windows and Siemens zero-day exploits.
(1 Delivery Mechanisms :

> USB drives to bypass air-gapped systems.
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Story of a Real Cyberattack : Stuxnet

mmm HOW STUXNET WORKED me—

UPDATE FROM SOURCE ?

1. infection 2. search 3. update
Stuxnet enters a system via a USB stick and i I isn'ta
proceeds to nfect all machines running
Microsoft Windows. By brandishing a digital y
certificate that seems to show that t comes i
from a reliable company, the worm is able to ig i
‘evade automated-detection systems. to enrich nuclear fuel. version of itself.

oot

5
)

4. compromise 5. control 6. deceive and destroy
i i i Meanwhile, it provides false feed-
target system’s logic controllers, i Thenit i enst
exploiting “zero day i g y
" " o g i
anything aboutit.

Figure — The Real Story of Stuxnet - IEEE Spectrum NP sima



Story of a Real Cyberattack : Stuxnet

(1 Physical Impact :

> Caused centrifuge rotors to spin at destructive speeds, leading to mechanical failure.
> Destroyed over 1,000 centrifuges at Natanz.

(1 Operational Disruption :

> Significantly delayed Iran’s nuclear enrichment program.
> No immediate detection due to fake operational data.

(1 Wider Implications :

> First documented cyberattack causing physical damage.
> Demonstrated the potential of cyberwarfare on critical infrastructure.
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Story of a Real Cyberattack : Stuxnet

(1 Global Consequences :

> Accelerated focus on ICS cybersecurity globally.
> Raised awareness of vulnerabilities in air-gapped systems.

(1 Nation-State Cyberwarfare :

> Highlighted the role of nation-states in offensive cyber operations.
> Set a precedent for cyberweapons targeting critical infrastructure.

(1 Technical Lessons :

> Importance of securing ICS protocols like MODBUS.
> Necessity for robust patch management and zero-day defenses.
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Story of a Real Cyberattack : Stuxnet

Sy g\ o 1 Zero-Day Exploits : Leveraged multiple unpatched vulnerabilities
£ EU I‘H-Q'D W N in Windozvs. P : i "
5" Tj} = | 1 USB Propagation : Bypassed air-gapped systems.
1 1CS-Specific Exploits :
> Compromised Siemens Step7 software.
> Exploited MODBUS protocol to manipulate PLCs.

‘ZERD-
B A¥_ g 1 Stealth Features :

> Rootkit to evade detection.
> Fake operational data to mislead operators.
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Challenges
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Security concepts

Challenges

1 Safety = Protection against identified /natural difficulties.
I~ Historic industrial concern.

1 Cybersecurity = Protection against malicious adversaries.

Maxime Puys

> Often called Security.

Safety

Industrial systems

Industrial
systems
cybersecurity

Cybersecurity

Figure — Relations among security concepts

4 WVERGNE

INP Isima




Challenges

(1 Assets : Physical infrastructure [] Assets : Data and systems offering a
(indirectly : human life, environment, etc) digital service
O Security Properties : [0 Security Properties :
= Availability > Confidentiality
i~ Safety (domain specific) > Integrity
> Availability

Emwo~=E

Data Encryption Storage
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Challenges

Industrial
control
devices

Attacker

1 Need to replicate ICS for testing purpose :

> Attack testing
> Counter-measure testing
> Updates/patch testing

Technical
operator

. . Fi - W | latfa PTM21
(1 Multiple levels of abstraction : 'gure onderlCS platform | ]

> Simulation : New platform that mimics the desired behavior.

> Virtualization : Virtualize/emulate process and/or control equipment to some degree
(virtualized hardware, firmware, etc) in an heterogeneous fashion. e

> Hardware-In-The-Loop : Mixing simulation with real off-the-shelf industrial componewﬁlg lsimg
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Challenges

1 Public norms but closed specs

1 Closed devices :

> No open source software
> No open source hardware

[ Each vendor has their own comm protocol, software, and sometimes hardware

= Huge work on reverse engineering
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Challenges

1 ICS devices have a huge lifespan (> 10 years)

[ Barely any security :

> Industrial protocols have no security
> Devices are not hardened

[ Pure IT attacks :

> Ransomware (Saint-Gobain, Merck, Continental, Tchernobyl, etc)
> Social Engineering, etc

1 Attacks link to physical process :

> Manufacturing secrets disclosure
> Sabotage
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Dam Status Dam Status
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Regulation
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Regulation

Safety related status

11 SEVESO - EU directive, status according to threshold of dangerous substances

"1 ICPE - FR directive regarding impacts on environment, includes SEVESO

Cybersecurity related status

"1 SAIV - Secteurs d’Activités d'Importance Vitale (e.g., Energy)
"1 OIV - Opérateurs d’Importance Vitale (e.g., EDF)
"1 PIV - Points d’Importance Vitale (e.g., Tricastin nuclear plant)
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d Transverse

ANSSI - Méthode de classification et
mesures principales et détaillées

ANSSI - Maitriser la SSI pour
les systémes industriels
ENISA - Protecting industrial
control systems
DHS - CSSP Recommended
Practices

CPNI - Process Control
and SCADA security

NIST SP800-82

NIST - Framework for Improving

Critical Infrastructure Cybersecurity

Regulation

L Energie

ISO/IEC TR 27019
NISTIR 7628

ENISA - Appropriate security
measures for smart grids

DoE - 21 steps for SCADA
security

DoE - Cyber Security
Procurement Language
for Control Systems
Version
API - API 1164 Pipeline
SCADA Security

NERC - Critical Infrastructure
Protection Standards
IEC 623

installatior
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Regulation

Abstraction Level 4

o0

S

Domains
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Regulation

Abstraction Level 4

Specific
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Regulation

Abstraction Level 4 .
Vertical Norm

Specific
Norm

Ipiji
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Domains
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Regulation

Abstraction Level 4 .
Vertical Norm

Horizontal Norm

Specific
Norm

HEijne

S

Domains
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Regulation

6244311

Conceptsand models

62443-1-2 62443-1-3

Master glossary of

System security
terms and abbreviations

conformance metrics

6244314

IACS security lifecycle
and use-cases

o 3 62443-2-1 62443-2-2 62443-2-3
oS
2T
o Security program Security Protection Patch management in Requirements for IACS Implementation guidance
= requirements for IACS
5 Rating the IACS environment service providers for IACS asset owners
o asset owners
\. . \.

62443-3-1

Security technologies
for IACS

System

62443-3-2

Security risk assessment
and system design

62443-3-3

System security
requiremments and
security levels

~

y

Secure product

development lifecycle
requirements

Technical security
requirements for IACS
components.




Regulation

[ Adopted in 2022, details not finalized and may be subject to changes

Global concepts

Horizontal legislation

Security monitored during lifecycle (up to 5 years after product is put on the market)

O

O

1 All products will have to comply to a certain scheme

1 Retailers will have to ensure that the products they sell is compliant
O

In case of new vulnerability, communication must be released within 24h

Two levels

1 Level 1 (= 90% of products) : self-assessment

1 Level 2 (critical devices) : mandatory certification (ETSI 303 645, specific schemes ?) A



Regulation
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Regulation

1 Industrial systems currently lack security

O

Important regulation effort

Leading to an important technical effort from vendors

O

Yet, huge work to be done for secure systems and device to be in place

O

01 Yet, multidisciplinary field, requiring hybrid knowledge :
> Will require new positions in companies or new skill for team in place

........
uuuuuuuuu
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Regulation

Thanks for your attention !
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