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Today’s guestion: How to assess the
real Impact of cyber-attacks against ICS?
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Conclusion & Perspectives

— Main Goal: Predict impacts of cyberattacks on safety
- “Is this cyberattack impacting the real world?”

- Attempts to model large industrial control systems
- Still facing combinatorial explosion
— But able to represent realistic-ish systems

- A very simplified attacker model based on safety protective commands

Perspectives:
— Take into account other PLC program languages (Ladder, FBD, etc) and discrete/continuous

variables:
— Will most likely involve SMT solvers and optimization techniques
— Consider more powerful attacker models:

— Not limited to 1 step...
_ Attack trees, Markov chains, Dolev Yao intruder, etc
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