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Safety-Security Convergence of Industrial Control Systems
 « Attacks against SCADA made slightly boring with formal methods »



Today’s question: How to assess the 
real impact of cyber-attacks against ICS?
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Protection against (cyber)interference 
with the proper and intended system operation1

Asset, people and environment protection 
against process hazards

[1] IEC 62443-1-1. Industrial communication networks – Network and system security – Part 1-1 : Terminology, concepts and models .
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Literature Review & Classification

Methods Integrated System Size

Winther et al. (2001)  Small

Cárdenas et al. (2011)  Small

Song et al. (2012)  Small

Young et Leveson (2013)  Small

Kriaa (2015)  Small

Sabaliauskaite et al. (2015)  Small

Mesli-kesraoui et al. (2016)  Small

Subramanian et Zalewski (2016)  Small

Rocchetto et Tippenhauer (2017)  Large

Friedberg et al (2017)  Small

Abdo et al. (2018)  Small

Cheh et al. (2018)  Small

Methods Integrated System Size

Subramanian et Zalewski (2018)  Small

Puys et al. (2018)  Small

Zhu et al. (2018)  Small

Papakonstantinou et al. (2019)  Small

Khaled et al. (2020)  Small

Kumar et al. (2020)  Small

Hosseini et al. (2021)  Small

Oueidat et al. (2021)  Small

Bhosale et al. (2023)  Small

Eckhart et al. (2022)  Small

Földvári et al. (2023)  Small

Son et al. (2023)  Small

This work  Large
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Objective

26 sensors
24 actuators

McAvoy, T. J., & Ye, N. (1994). Base control for the Tennessee Eastman problem. Computers & Chemical Engineering, 18(5), 383-413.

Tennessee
Eastman
Physical Process
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J. Provost, J.-M. Roussel, et J.-M. Faure, « Translating Grafcet specifications into Mealy machines for conformance test purposes », 
Control Engineering Practice, sept. 2011, doi: 10.1016/j.conengprac.2010.10.001.
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SLA

Model Building

1 091 838 ms 

X

Strong Product

2 636 ms4 graphs

5 graphs

6 graphs

8 graphs

X

XX

2 223 811 ms

43 420  ms

 Decomposition into sub-processes
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Model Building
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133 ms

Global  = 750 ms
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Sensors measurement Actuators command

System state* →  Command 

Limit state→ Protective command 

Threat model application
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*Sensors measurement (inputs) & PLC internal variables
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→ Main Goal: Predict impacts of cyberattacks on safety
     → “Is this cyberattack impacting the real world?”

→ Attempts to model large industrial control systems
     → Still facing combinatorial explosion
     → But able to represent realistic-ish systems

→ A very simplified attacker model based on safety protective commands

Perspectives:
→ Take into account other PLC program languages (Ladder, FBD, etc) and discrete/continuous 
variables:
     → Will most likely involve SMT solvers and optimization techniques
→ Consider more powerful attacker models:
     → Not limited to 1 step...
     → Attack trees, Markov chains, Dolev Yao intruder, etc



Thank you for your attention
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International Peer-Reviewed Conferences with Proceedings

M. Da Silva, M. Puys, P.-H. Thevenon, et S. Mocanu, « PLC Logic-Based Cybersecurity Risks Identification for ICS », in Proceedings of the 18th 
International Conference on Availability, Reliability and Security, Benevento Italy: ACM, août 2023, p. 1‑10. doi: 10.1145/3600160.3605067.

M. Da Silva, M. Puys, P.-H. Thevenon, S. Mocanu, et N. Nkawa, « Automated ICS template for STRIDE Microsoft Threat Modeling Tool », in 
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Patent
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